Legal & security framework at RealWorld.fi.

At RealWorld.fi, the security of client assets forms the cornerstone of our operational philosophy.
Ouir tripartite security architecture - spanning legal, physical, and digital domains - is designed to
provide unparalleled protection while ensuring compliance with global regulatory standards.
Below, we elaborate on the sophisticated measures underpinning each layer of our security
framework.

Legal security: regulatory rigor and asset safeguarding.

At RealWorld.fi, legal security forms the backbone of our commitment to protecting client
assets. We operate within a robust legal framework that ensures compliance with global
regulations, safeguards client holdings from operational risks, and provides transparency
through rigorous governance structures.

Regulatory Compliance and Oversight.

RealWorld.fi adheres to Germany's stringent financial regulatory standards, ensuring that all
client assets are managed with the highest levels of accountability and oversight. Key elements
of our compliance framework include:

e Integration with Concedus Regulatory Platform: Through our partnership with Concedus
(www.concedus.com), we comply with BaFin (Federal Financial Supervisory Authority)
regulations and the European Union's Markets in Financial Instruments Directive Il (MiFID
I). This guarantees real-time compliance monitoring, transaction reporting, and
anti-money laundering (AML) checks.

e GDPR Compliance: We strictly adhere to the General Data Protection Regulation (GDPR),
ensuring secure handling of personal data while maintaining transparency and privacy
for all clients.

This comprehensive oversight ensures that RealWorld.fi operates transparently and securely,
meeting both domestic and international legal obligations.


https://www.concedus.com/

Asset Segregation and Client Ownership.

Client assets are protected through a German-regulated Independent Client Trust structure. This
legal arrangement ensures:

e Complete Asset Segregation: Client holdings are entirely separate from corporate funds,
eliminating risks associated with commingling. This structure is certified under ISO
37001 (Anti-Bribery Management Systems), ensuring ethical governance practices.

e Insolvency Protection: In the unlikely event of corporate restructuring or insolvency,
client assets remain unaffected. Automatic return protocols via third-party trustees
guarantee uninterrupted access for clients.

e Transparency and Access: Clients maintain direct ownership of their holdings through
encrypted audit trails and trustee-managed accounts. This system provides real-time
visibility into asset status while preserving robust security measures.

Intellectual Property and Content Protection.

To combat website cloning, phishing attacks, and content theft—growing threats in today's
digital landscape—RealWorld.fi employs proactive measures:

e Web Capture Service: Using Full Certificate’s Web Capture Service, we timestamp
website content to provide legally valid proof of ownership. This protects against
copyright disputes and fraudulent duplication.

e Compliance with CASS Standards: Adopting best practices from the FCA's Client Assets
Sourcebook (CASS), we ensure that all client-related intellectual property is protected
through detailed record-keeping, regular reconciliations, and periodic audits.

Emerging Trends in Legal Security.

RealWorld.fi remains committed to staying ahead of evolving legal challenges by adopting
innovative practices in asset protection:

1. Domestic Asset Protection Trusts (DAPTs): While primarily a U.S.-based tool, DAPTs
offer valuable insights into safeguarding assets against creditor claims. By leveraging
similar principles within Germany'’s legal framework, we enhance protections for
high-net-worth clients.

2. Offshore Trusts for Diversification: For clients seeking additional layers of security, we
explore partnerships with jurisdictions known for strong asset protection laws, such as
Luxembourg or Switzerland. These trusts provide added insulation from geopolitical
risks while maintaining full compliance with international tax laws.



3. Digital Asset Legal Protections: As digital assets like cryptocurrencies gain prominence,
RealWorld.fi ensures their legal protection by integrating blockchain-backed provenance
records and adhering to rigorous smart contract auditing standards.

Client Education on Legal Protections.

We empower our clients by providing resources that enhance their understanding of legal
protections. These include:

e The benefits of asset segregation
e Navigating complex regulatory landscapes
e Recognizing phishing attempts and online fraud

By fostering awareness, we help clients make informed decisions about their financial security.

Future Initiatives in Legal Security.

To continuously improve our legal safeguards, RealWorld.fi is committed to:

1. Enhanced Compliance Automation:
e Leveraging Al-driven tools to monitor regulatory updates and ensure seamless
adaptation to new legal requirements.
e Automating reporting processes for faster reconciliation and greater
transparency.
2. Expanded Global Partnerships:
e Collaborating with international custodians and legal experts to create a unified
global asset protection framework that meets diverse jurisdictional
requirements.

RealWorld.fi's legal security framework combines regulatory rigor with innovative safeguards to
protect client assets comprehensively. By adhering to stringent German regulations, ensuring
asset segregation through independent trusts, and proactively addressing emerging risks like
digital asset fraud, we provide a secure foundation for our clients' financial futures.

For more information about our legal protections or tailored solutions for your needs, please
contact us at compliance@realworld.fi.

This revised version removes references to "Quantum-Safe Legal Frameworks" while
maintaining a logical flow and emphasizing RealWorld.fi's commitment to comprehensive legal
security measures. Let me know if further adjustments are needed!



Physical Security: Fortified Facilities and Multi-Layered
Protections

RealWorld.fi partners with multiple premier custodians to safeguard client assets through
cutting-edge infrastructure and multi-layered security protocols.

London City Bond (UK)

Historical Infrastructure.
Utilizes repurposed WWIl-era Drakelow Tunnels (5.5 km of blast-resistant subterranean
storage).

Environmental Controls.
12°C £0.5°C temperature and 70% humidity stabilization for wine/spirits.

Intrusion Detection.
e Vibration sensors on walls and shelving units.
e  Thermal cameras with automatic fire suppression.

Surveillance.
24/7 Red Care GSM-monitored alarms + G4S manned patrols

Logistics.
300-vehicle fleet with GPS-tracked climate-controlled transport

Dubai Freeport (UAE)

Access Protocols.
e  Biometric palm vein scanners + 150-ton blast doors.
e  Three-factor authentication (mobile credential + PIN + staff authorization).

Military-Grade Protection.
e EMP-shielded servers for digital assets.

e Al-powered Avigilon Appearance Search surveillance.

Specialized Storage
Radiation-hardened units for sensitive materials.

Tax Efficiency.



VAT/duty exemption within free trade zone.

Nordic Freeport (Denmark)

EU Regulatory Compliance.
Only public bonded warehouse for wine/spirits in the EU.

Preservation Systems.
e Humidity/temperature logging with blockchain-backed provenance records.
e  Negative pressure airflow to prevent cross-contamination.

Insurance
110% asset replacement guarantee.

Singapore Freeport

Airside Integration.
Direct Changi Airport cargo transfers via secured airbridge.

Fortified Infrastructure.
e 30,000 m? climate-controlled vaults (Swiss-engineered design).
e Armed response teams + biometric facial recognition.

Compliance.
Real-time Singapore Customs access to storage units.

Bullion Handling.
Joint inspections with customs authorities for precious metals.

UOVO Art Custody (Miami)

Climate Precision.
70°F +1°F and 50% +2% RH climate-controlled rooms

Access Security.
e Touch-base alarms on private room doors
e Mandatory background checks for all personnel

Collection Management .
e  Barcode inventory tracking with client portal access
e  Optional Loss Protection (OLP) insurance up to $25M



Specialized Services.

Museum-grade lighting configurations
Seasonal wardrobe preservation for couture collections

This global network combines historical security infrastructure with modern technological
safeguards, ensuring assets remain protected through geopolitical shifts and evolving threats.
Facility certifications include 1ISO 28000:2022 supply chain security standards and SOC 2 Type
Il compliance for digital/physical integration.

Digital Security: Cutting-Edge Cryptography and
Proactive Threat Mitigation

Secure Authentication and User Authorization.

JWT Authentication: We use JSON Web Tokens (JWT) for secure user authentication.
This enables token-based authentication to ensure the identity of users when interacting
with the platform, while maintaining privacy and integrity.

Two-Factor Authentication (2FA): For added security, users have the option to enable
2FA when logging into their accounts. This ensures that access is protected by both a
password and an additional layer of security (such as a one-time passcode sent via
email or SMS).

Web3 Security (via Wagmi Library).

Smart Contract Audits: All smart contracts are thoroughly audited by reputable
third-party auditors to identify potential vulnerabilities and ensure the security of token
transactions and interactions.

Web3 Integration: Using Wagmi (a Web3 Angular library), our client application
communicates securely with the Polygon blockchain. We ensure that wallet connections
(e.g., MetaMask) are authenticated properly and only authorized actions are allowed. All
transactions are signed by the user, and there is no direct access to the private keys.

3. Secure API Endpoints.

HTTPS (SSL/TLS): All communication between the frontend (Angular application) and
backend (Node.js/Express server) is encrypted using HTTPS. This ensures that
sensitive data, such as user credentials and NFT transaction details, is transmitted



securely.

Rate Limiting & Throttling: To prevent abuse and denial-of-service (DoS) attacks, we
implement rate limiting on our API endpoints. This protects the backend from high
volumes of requests and ensures fair usage.

4. Data Protection and Privacy.

Encryption at Rest and in Transit: All sensitive data, including user information and
transaction details, is encrypted using strong encryption standards both at rest and in
transit. This ensures that even if data is intercepted, it cannot be read or tampered with.

Minimal Data Collection: We only collect necessary data and comply with data
protection regulations such as GDPR to ensure that user privacy is respected. Sensitive
data is never stored unnecessarily, reducing the risk of exposure.

5. Backend Security (Node.js / Express).

Input Validation and Sanitization: All inputs received from users are properly validated
and sanitized to prevent SQL injection, Cross-Site Scripting (XSS), and other common
vulnerabilities.

Role-Based Access Control (RBAC): We use RBAC to control user permissions. Only
authorized users (e.g., admin, creator, buyer) have access to specific backend
functionalities, ensuring secure access to the system.

6. Secure Smart Contract Interaction.

Verified Contract Deployment: All smart contracts deployed to the Polygon blockchain
are verified on Etherscan to ensure their transparency and trustworthiness.

Gas Fee Management: We implement mechanisms to prevent users from overpaying
for gas fees during transactions by optimizing smart contract functions and implementing
user-friendly interfaces.

7. Continuous Monitoring & Incident Response.

Security Logging & Monitoring: We continuously monitor user interactions,
transactions, and system activities for suspicious behavior. Logs are securely stored and



regularly audited to ensure any unusual activity is quickly detected and mitigated.

e Incident Response Plan: In case of a security breach or compromise, we have a
defined incident response plan that ensures swift containment, analysis, and resolution.
We notify affected users and take appropriate actions to prevent future incidents.

8. Compliance and Third-Party Integrations.

e Regulatory Compliance: We are committed to following industry best practices and
ensuring compliance with relevant regulations, such as GDPR and KYC (Know Your
Customer), especially for NFT creators and buyers.

e Secure Third-Party Integrations: Any third-party services, such as payment gateways
and NFT marketplaces, are thoroughly vetted for security compliance before being
integrated into the platform.

9. User Education & Awareness

e Security Best Practices: We provide users with educational resources on securing their
wallets, recognizing phishing attempts, and maintaining account security. We also
encourage regular software updates for browser extensions and wallets like MetaMask.

We are continuously evaluating and improving our security measures to stay ahead of emerging
threats. The security of our users and the integrity of their transactions are our top priorities, and
we ensure that best practices are followed at every stage of development and deployment.

A unified defense strategy.

RealWorld.fi's security ecosystem represents a synthesis of legal rigor, physical fortification, and
digital innovation. By aligning with ISO standards, leveraging certified third-party custodians,
and adopting proactive threat detection frameworks, we ensure client assets remain impervious
to evolving risks. Future initiatives include Al-driven predictive analytics for physical intrusion
prevention and quantum-resistant encryption pilots, reaffirming our commitment to security
excellence.

For further details on our security protocols, please contact our Compliance Officer at
compliance@realworld.fi.
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